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Preserving	Digital	Images	and	Data:	
Methods,	Policy,	and	Privacy	Issues

•  Privacy	can	be	an	issue	
•  Police	BodyCam	Videos	
•  Memory	InsDtuDons	

–  Why	archiving	Digital	works	is	different	from	
archiving	Analog	works	

–  How	Archives	need	to	become	pro-acDve	at	building	
individual	collecDons	from	mulDple	sources	

•  Lessons	from	collecDng	records	from	the	Occupy	
Movement	
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Caveats	

•  This	is	just	the	early	stage	of	a	more	refined	
Talk	(&	I’d	appreciate	comments)	

•  You	may	have	seen	some	of	these	slides	
before	

•  I	have	a	bias	towards	discussing	visual	works/
records	alongside	textual	ones	

•  I	have	a	bias	towards	using	social	protest	
content	for	my	examples	
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Archivists	want	
comprehensive	collecDons	

•  The	more	you	collect,	the	beIer	picture	you	
have	of	the	individual,	group,	event,	
movement,	…	

•  But	the	more	you	collect,	the	greater	the	
likelihood	that	you’ll	scoop	up	informaDon	
that	violates	someone’s	privacy	

•  Private	informaDon	needs	to	be	redacted-	
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Reasons	for	RedacDon	

•  3rd	Party	Info	
•  email	addresses	
•  passwords	
•  Federal	Privacy	Law	(FERPA,	HIPAA)	
•  Legal	jeopardy-	
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PalesDne	Protest,	SF	Bay	Bridge		
(Nov	16,	2023)	
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Tweets	used	to	prosecute	
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•  hIps://www.firstpost.com/tech/news-analysis/judge-says-occupy-protesters-
tweets-must-be-handed-over-3602591.html	

BitCurator	RedacDon	Tool	
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Privacy	and	Protest—in	the	News	
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POLICE	BODYCAMS	
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Police	Body-Worn	Cameras	(BWC)	
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BWC	
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Responsible	Use	of	Technology	
NYU	Law	School	Policing	Project	EvaluaDve	Framework	

•  Legal:	Does	the	technology	violate	consDtuDonal	and	other	
legal	principles,	such	as	free	exercise	of	First	Amendment	
liberDes,	equal	protecDon	of	the	law,	and	other	rights	
guaranteed	by	law?		

•  Ethical:	Can	the	technology	be	designed	and	operated	in	
ways	that	minimize	social	harms,	including	
overcriminalizaDon	and	threats	to	privacy	and	autonomy?		

•  Democra9cally	accountable:	Has	the	policing	agency	been	
transparent	about	its	use	of	the	technology?	Were	
communiDes	consulted	before	the	technology	was	
adopted?		

	
hIps://www.policingproject.org/policing-tech-landing	
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Arguments	in	favor	of	releasing	
BodyCam	videos	to	public	

Policing	Project	LAPD	Body	Worn	Camera	Video	Release	

•  Show	that	the	department	is	open	and	transparent	to	the	public;	
•  Increase	public	trust	in	the	police	department	and	its	use	of	force	

invesDgaDons;	
•  Help	the	public	understand	how	and	when	force	is	used	by	the	

police,	and	what	the	department’s	policies	do	and	do	not	permit	
officers	to	do;	

•  Ensure	that	officers	are	held	accountable	if	they	use	force	
inappropriately;	

•  Provide	more	complete	context,	parDcularly	if	other	video	(such	as	
from	a	cell	phone	camera)	has	been	released	publicly;	

•  Correct	any	rumors	or	mispercepDons	that	the	public	may	have	
about	what	occurred.	
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Arguments	against	releasing	
BodyCam	videos	to	public	

Policing	Project	LAPD	Body	Worn	Camera	Video	Release	

•  Make	it	more	difficult	for	the	department	to	invesDgate	the	
incident.	Witnesses	may	report	what	they	see	on	the	video	instead	
of	what	they	actually	remember,	or	be	less	likely	to	come	forward	if	
they	think	the	video	tells	the	whole	story;	

•  Cause	distress	to	family	members	of	either	the	officer	or	the	civilian	
involved,	parDcularly	if	the	video	is	very	graphic	and	is	shared	
widely	by	mainstream	or	social	media;	

•  Bias	potenDal	jurors	in	a	criminal	case	against	the	officer	or	civilian	
involved;	

•  Create	public	confusion	about	what	occurred,	parDcularly	if	the	
video	only	captures	part	of	the	incident;	

•  Violate	the	privacy	of	the	individuals	captured	in	the	recording,	
parDcularly	if	the	incident	takes	place	in	a	private	home	
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Police	BodyCam	videos:	
Large	Storage	needed	

•  “the	average	officer	equipped	with	a	body	
camera	will	produce	about	32	files,	7	hours,	
and	20	gigabytes	of	video	per	month	at	
1280×720	resoluDon”	

•  If	every	officer	in	the	US	used	a	BodyCam,	it	
would	create	“29	billion	files	every	month	and	
roughly	1,140	years	of	footage”	(17.4	
petabytes/month)	
hIps://endeavors.unc.edu/files_for_miles_body_cams_cause_big_data_problems/		
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Police	BodyCam	Videos:	
Policy/Procedure	QuesDons	

•  When	does	the	camera	get	turned	on/off?	
•  How	long	to	keep	the	footage	(retenDon)?	
•  Does	the	footage	get	redacted?	(blurring	faces,	cupng	
footage)	
–  Is	it	redacted	for	some	groups	but	not	for	others?	SensiDve	
situaDons	(interview	with	rape	vicDm)	

•  Who	can	see	the	footage?	
–  General	public?	Subject/Defendant?	Officer	involved?	
FOIA	requests	(public	records	laws)?	

•  When	can	they	see	the	footage?	
–  Officer	before	or	arer	they	write	up	incident	report?	

•  Security	procedures	and	costs	
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Police	BodyCam	Videos:	
Keep	as	much	as	possible	

•  The	more	you	keep,	the	beIer	the	
representaDon	of	what	happened	
– Different	camera	angles	(different	cameras)	
– Minimal	redacDon	

•  But	this	conflicts	with	Privacy	concerns-	
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Police	BodyCam	Videos:	
Privacy	Issues	

•  3rd	parDes	captured	(bystanders)	
•  InDmate		locaDons	(bedroom	interviews)	
•  SensiDve	depicDons	(muDlated	bodies)	
•  SensiDve	situaDons	(rape	interviews)	
•  Lengthy	retenDon	Dmes	

•  Serious	cost	of	redacDon	
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Deciding	Policy	for	
Police	BodyCam	Videos	

•  Stakeholders:	law	enforcement	agencies,	
advocacy	groups,	vendors,	media	[journalists],	
archivists	

•  Look	at	design,	deployment,	and	control	of	new	
recording	technologies	

•  Guidance	from:	legal	and	social	construcDon	of	
privacy,	open	access	requirements	for	
government	records,	audiovisual	recordings	as	
evidence	

hIps://snowdenbecker.files.wordpress.com/2016/11/syllabus_final.pdf		
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On	the	Record,	All	the	Time,	2016	

•  Technical	futures	and	challenges	
•  Core	competencies,	educaDon	and	training	needs	
•  Curriculum	review	
•  Delivery	models	for	professional	and	conDnuing	
educaDon	

•  IdenDficaDon	of	key	resources	and	literature	
review	

hIps://web.archive.org/web/20200919031647/hIps://is.gseis.ucla.edu/bodycams/
parDcipants-working-groups/		
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BORN-DIGITAL	CONTENT	IN	
ARCHIVAL	COLLECTIONS	
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What	do	we	collect	in	Archives?	

•  Correspondence/email	
•  Personal	photos/movies	and	group	collecDons	
•  Manuscript	drars,	camera	original	footage,	
rough	cuts	

•  Personal	documents	
•  Diaries	
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In	the	analog	world	

•  TradiDonally,	we	have	come	to	understand	
the	work	of	writers,	scienDsts,	filmmakers	by	
scholars	studying	their	papers	and	footage	in	
Special	CollecDons	and	Archives	

•  Their	correspondence	and	progressively	
different	drars	of	papers	and	rough-cuts	
reveal	their	changing	thoughts	and	crar	

•  But	how	do	we	gather	these	in	the	Digital	
Age?	
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Alasdair	Gray's	Lanark	(Glasgow	U	Library)	
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Correspondence	
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Where	can	we	find	these	today?	

•  Do	people	write	leIers	on	paper?	Can	we	see	
the	iteraDons	of	changes	on	manuscripts?	Do	
people	save	their	EDLs?	

•  Where	can	we	find	today’s	equivalent	of	
these?	
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Stages	of	the	problem	

•  Stage	#1:	People	record	on	digital	media	
instead	of	analog	

•  Stage	#2:	People	no	longer	store	their	digital	
works	in	places	over	which	they	have	absolute	
control	
– Email	services	(gmail,	yahoo)	
– Cloud	storage	for	documents	(google	docs)	
– Social	network	services	(Vimeo,	YouTube,	
Instagram)	
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Stage	#1	Issues-digital	replaces	analog	
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Stage	#1	Issues-digital	replaces	analog	

•  This	will	require	
– new	intervenDons	(like	changing	creators’	
workflow,	saving	EDLs,	or	intervening	in	email	
handling	sorware)	

– New	tools	(like	ePADD	for	analyzing	email)	
– new	approaches	like	digital	archeology,	forensics	
(BitCurator)	
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Stage	#2	Issues-content	no	longer	on	hard	disk	

•  Rise	of	Online	Services	and	Social	Media	is	
changing	where	this	content	resides	(and	is	
imposing	TOS	restricDons	that	go	beyond	the	
rightsholder)	
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Core	MulD-locaDon	Problems	

•  It’s	difficult	enough	when	someone’s	photos	
or	movies	are	spread	throughout	their	hard	
disk.	But	today	some	images	there,	but	others	
on	their	phone(s),	YouTube,	Vimeo,	
Instagram,	Facebook,	in	Tweets,	etc.	

•  Similar	problems	plague	email	
•  Most	Social	Network	TOS	policies	prohibit	the	
owner	from	giving	their	password	to	anyone	
else	(even	Library	or	Archive)	
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IMPORTANCE	OF	AGGREGATED	
CONTENT	
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Archival	CollecDons	“by	people”	
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Community	Grps	&	Assns	

•  w/Social	Media,	group	acDvity	is	more	
important	than	ever	

•  But	each	person	in	the	group	is	an	individual	
collector/contributor.	And	frequently	a	set	of	
individual	contribuDons	forms	the	group	
collecDon	
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Not	“already-assembled”	
CollecDons	

•  The	Archive	needs	to	actually	pro-acDvely	do	
the	collecDng	

•  Ethnic	groups	
•  Social	and	poliDcal	movements	
•  Community	groups	
•  Cultural	movements	
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DocumenDng	Protests	

Besser-Berkeley	3/22/2024	
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When	aggregated,	many	different	
personal	contribuDons	form	an	

important	picture	of:	
•  An	event	
•  An	ethnic	group	
•  A	community	
•  A	social	movement	
•  A	set	of	architects	
•  A	set	of	law-makers		

•  What	is	important	to	them,	how	they	go	about	
their	business,	…	
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And	we	know	from	past	work	that	
aggregaDons	create	new	meanings	

•  AggregaDng	all	the	photos	and	home	movies	
of	the	Digital	Diaspora	is	hugely	more	
meaningful	than	a	single	photo-	

•  One	tweet	says	very	liIle,	but	thousands	of	
tweets	can	show	trends	or	depict	a	parDcular	
event	or	day	
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Digital	Diaspora	Family	Reunion	
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Digital	Diaspora	Family	Reunion	
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And	we	know	from	past	works	that	
aggregaDons	create	new	meanings	

•  AggregaDng	all	the	photos	and	home	movies	
of	the	Digital	Diaspora	is	hugely	more	
meaningful	than	a	single	photo	

•  One	tweet	says	very	liIle,	but	thousands	of	
tweets	can	show	trends	or	depict	a	parDcular	
event	or	day	
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But	aggregaDng	items	from	disparate	
sources	causes	significant	problems	

•  Vast	quanDty	of	user-contributed	material	
•  Rights	Issues	
•  No	easy	way	to	control	for	quality,	file	format,	
metadata	(not	even	any	consistency	for	any	of	
these)-	
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Every	Image	Collector/Contributor	
has	a	Different	Approach	

•  Different	file-naming	convenDons	
•  Different	file	formats	
•  Different	compression	schemes	
•  Different	metadata	
•  Stored	in	different	arrangements/hierarchies	
•  Stored	in	different	places	(cellphone,	personal	
hard	disk,	YouTube,	Vimeo,	Facebook,	…)	
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SAMPLE	COLLECTIONS	
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In	what	environments	do	we	find	
this	type	of	material?	

•  Archives	and	Library	Special	CollecDons	
•  CollecDons	documenDng	a	community	
•  CollecDons	documenDng	an	ethnic	group	
•  CollecDons	documenDng	a	social	movement	
•  CollecDons	documenDng	the	work	of	any	
other	type	of	group	(a	group	of	Architects,	a	
set	of	law-makers,	etc.)	

•  CollecDons	documenDng	an	event-	
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DocumenDng	an	Event	
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DocumenDng	an	Event	(1/2)	
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Well-funded	“anD-racist”	acDvists,	
with	backing	from	billionaire	Jews	
and	government	insDtuDons,	
prevent	racially-aware	White	
people	from	engaging	in	online	
commerce.	The	NaDonal	Alliance	
and	Cosmotheist	Church,	for	
example,	have	been	effecDvely	
banned	from	online	commerce	for	
nearly	two	years.	Now	the	Jews	
and	their	pawns	are	trying	to	
extend	this	censorship	to	totally	
non-poliDcal	venues	like	this	
Bloomington,	Indiana	farmers’	
market.	

https://nationalvanguard.org/2019/06/indiana-pro-white-farmers-threatened-persecuted-by-jewish-funded-leftists/ 
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DocumenDng	a	Community	Group		
(2/2)	
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DocumenDng	a	Social	Movement	
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Copwatch	(DA?)	
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Archiving	Social	Movements	today	(Video)	
hIps://www.nyDmes.com/video/world/asia/100000006970549/coronavirus-chinese-ciDzens.html	
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Home	Video	Day—NYC	Chinatown	
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Center	for	Asian	American	Media	
CAAMchannel	“Memories	to	Light”	

•  “Home	movies	occupy	a	unique	place	in	American	culture.	
Though	generally	dismissed	for	their	amateur	qualiDes,	
home	movies	provide	us	with	exceedingly	authenDc	and	
honest	moving	images.	Premised	on	the	historic,	cultural,	
and	arDsDc	value	of	the	home	movie,	Memories	to	Light:	
Asian	American	Home	Movies	is	a	naDonal	parDcipatory	
arts	project	that	collecDvely	and	aestheDcally	constructs	
shared	social,	cultural,	and	poliDcal	representaDons	of	
Asian	America	directly	from	the	community	itself.	Since	the	
mainstream	media	has	given	us	so	few	authenDc	images	of	
the	Asian	American	experience,	home	videos	become	the	
most	real	way	to	see	how	our	grandparents,	mothers,	
fathers,	aunts	and	uncles	lived	their	lives.”	

54	Besser-Berkeley	3/22/2024	
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CAAMchannel	“Memories	to	Light”	

55	Besser-Berkeley	3/22/2024	

InternaDonal	Digital	Ephemera	Project		

56	Besser-Berkeley	3/22/2024	

SOME	KEY	CONCEPTS	FROM	
ACTIVIST	ARCHIVISTS	AND	OTHERS	
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Key	Concepts	&	Challenges	from	my	prior	
work	with	other	types	of	Digital	Content	

•  InterPARES—If	we	hope	to	preserve	electronic	
records,	archivists	need	to	be	involved	early	in	
the	life-cycle	of	that	record,	long	before	the	
record	enters	the	archive	

•  Preserving	Digital	Public	Television—Pushing	
metadata	gathering	upstream	into	the	
producDon	cycle	
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AcDvist	Archivists	
hIp://acDvist-archivists.org/	(use	Wayback	Machine)

hIps://www.facebook.com/AcDvistArchivists/		
	

•  NYU	MIAP	students	and	grads	originally	
working	on	archiving	media	from	the	Occupy	
movement	

•  Guidelines	both	acDvist	creators	and	archives	
•  Developed	newer	low-impact	methods	
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How	Occupy	material	resembles	what	
archives	will	be	facing	in	the	future	

•  Vast	quanDty	of	user-contributed	material	
•  No	easy	way	to	control	for	quality,	file	format,	
metadata	
–  no	enforcing	guidelines	as	with	organizaDonal	records	
–  no	semi-consistency	as	in	a	single	individual’s	
personal	records	

•  Much	of	the	material	can	most	easily	be	found	on	
Social	Networks	

•  …we	need	to	find	smart	ways	to	harvest	
metadata	and	analyze	files,	as	well	as	to	
influence	behavior	of	potenDal	contributors	

Besser-Berkeley	3/22/2024	 60	
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AcDvist	Archivist	Website	
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Lessons	Learned	for	Archivists-	

•  Communicate	well	with	your	future	Contributors	
•  Develop	CooperaDve	RelaDonships	
•  Make	it	easy	for	future	contributors	to	create	
“archival-friendly”	works	

•  For	CooperaDve	Projects,	allow	for	instrucDons	
not	being	followed	

•  Find	smart	ways	to	deal	with	Scale	
•  Handle	Privacy	&	Security	responsibly	
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Communicate	well	with	your	future	
Contributors-	

•  Learn	to	speak	their	language	
•  Help	them	to	realize	the	importance	of	
archiving	

Besser-Berkeley	3/22/2024	 63	

“Why	Archive”	video	

Besser-Berkeley	3/22/2024	 64	

“Why	Archive”	postcard	
•  ACCOUNTABILITY.		Archives	collect	evidence	that	can	hold	those	in	power	

accountable.	
•  SELF-DETERMINATION.		We	define	our	own	movement.	We	need	to	

create	and	maintain	our	own	historical	record.	
•  SHARE.		Archives	are	a	point	of	entry	to	our	movement’s	rich	record.	We	

can	use	them	to	ensure	transparency,	generate	discussion,	and	enable	
direct	acDon.	

•  EDUCATE.		Today’s	videos,	flyers,	web-pages,	and	signs	are	material	for	
tomorrow’s	skill-shares,	classes,	and	mobilizaDons.	

•  CONTINUITY.		Just	as	past	movements	inspire	us,	new	acDvists	will	learn	
from	the	experiences	we	document.	

•  R	E	C	O	R	D		&		C	O	L	L	E	C	T		what’s	happening	around	you.	
•  P	R	E	S	E	R	V	E		the	record.	
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Develop	CooperaPve	RelaPonships-	

•  Try	to	beIer	understand	what	their	aims	are;	
get	involved	in	their	acDviDes	

•  Develop	partnering	relaDonships	

Besser-Berkeley	3/22/2024	 66	
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parDcipated	in	Self-help	acDviDes:	
Skill-shares	for	Occupiers	
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Self-help	acDviDes:	

Other	Archive	Share-Day	and	
Hackathon	acDviDes	

•  Batch	download	from	FLICKR	with	selected	
aIributes	(#OWS,	CreaDve	Commons,	EXIF	
metadata,	tagged-text	metadata)	

•  Re-mixing	of	older	footage	
•  CreaDng	a	visual	Dmeline	
•  Mining	material	for	data	(eg.	number	of	co-
locaDons	of	an	officer’s	name	with	“pepper	
spray”)	
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Make	it	easy	for	future	contributors	
to	create	“archival-friendly”	works-	

•  Low-hanging	fruit	
•  Easy	instrucDonal	material	that	appeals	to	
what	they	think	is	important	

•  InstrucDons	for	redundant	metadata	
collecDon	(to	make	sure	that	it	is	captured)	
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Low-Hanging	fruit	

•  Turn	GPS	on	
•  Develop	strategies	for	automaDng	a	profile	
and	uploads	(our	ideal	App)	
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7	Tips	to	Ensure	Your	Video	Is	Usable	
in	the	Long	Term	

•  Collect	details	while	filming	
•  Keep	your	original	raw	footage,	unaltered	
•  Make	your	video	discoverable	
•  Contextualize	it	
•  Make	it	verifiable	
•  Allow	others	to	collect	and	archive	
•  Or	archive	it	yourself	
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Best	PracDces	for	Content	Creators	

•  Security	
–  Hidden	camera	laws,	parDes’	consent	laws	

•  Capturing	Content	
–  Highest	quality,	set	date	and	Dme-stamps,	note	locaDon	

•  Offloading	Content	
–  Raw	files	directly	onto	computer,	keep	material	organized	

•  Uploading	Content	
–  Importance	of	tagging,	review	of	diff	services	

•  DeposiDng	with	an	Archive	
•  Copyright	

Besser-Berkeley	3/22/2024	 72	



3/28/24	

13	

WITNESS:	AcDvists’	Guide	to	Archiving	
Video,	Yvonne	Ng	

hIp://archiveguide.witness.org/	
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CollecDng	–	Think	Tank	
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Think	Tank	metadata	redundancies	
•  Guidelines	sDpulate	that	person	holding	recording	
device	will	check	to	see	that	Dme	and	date	stamp	are	
correct	before	beginning	recording	(mostly	didn’t	
happen)	

•  Guidelines	sDpulate	that	a	script	be	read	verbaDm	at	
the	beginning	of	the	recording,	with	date,	Dme,	
proposed	subject,	etc.	(and	would	eventually	allow	
voice-recogniDon	sorware	to	create	appropriate	
metadata).		Script	also	stated	that	all	parDcipants	
agreed	to	CreaDve	Commons	licensing	of	the	recording	

•  Guidelines	requested	that	date/Dme	be	embedded	in	
the	applied	file-name	
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Find	smart	ways	to	deal	with	Scale-	
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CollecDng	Streaming	Media	
The	NYU	Mellon	Composers	Project	

•  TradiDonal	Web	Crawlers	(Heritrix) follow 
links and capture most web content. But they 
are less successful with streaming video and 
dynamic content executed in the browser (like 
JavaScript).

•  NYU collaborated with IA to create a 
combined crawler and browser-
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BROZZLER! 

“browser” | “crawler” = 
BROZZLER  

Logo: Noah Levitt 78Besser-Berkeley	3/22/2024	
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Stream	capture	relies	on	Youtube-dl	
hIps://rg3.github.io/youtube-dl/supportedsites.html		

80Besser-Berkeley	3/22/2024	

Tamiment	YouTube	collecDng	

•  Tamiment	Archive	was	selecDvely	browsing	
through	YouTube	Occupy	videos,	trying	to	choose	
which	ones	to	keep,	then	cataloging	them	with	
–  Title,	Creator,	CreaDon	Date,	Upload	Date,	
DescripDon,	URL,	Youtube	Username,	License,	
Format,	Codec,	Source	Media,	On	Internet	Archive,	CC	
License	type		

•  But	they	didn’t	realize	that	this	wouldn’t	scale!	
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March	24,	2012	YouTube	stats	
(just	6	months	arer	start	of	movement)	

•  “#Occupy”		169,000	
•  “Occupy	Wall	Street”		98,400	
•  “Occupy	Protest”		70,500	
•  “Occupy	Movement”		54,800	
•  “#OWS”		50,300	
•  “Occupy	Oakland”		13,400	
•  “Zucop	Park”		6,690	
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AlternaDve	approach	to	YouTube	
SelecDon	process	

•  Develop	categories	of	important	YouTube	
videos	
– Celebrity	visits,	Internal	workings	(library,	kitchen,	
media),	ConfrontaDons	with	police,	Labor,	
Housing,	etc.	

•  Have	Occupiers	fill	in	an	online	form	lisDng	the	
5	most	important	videos	in	each	category	
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Advantages	of	YouTube	
CollaboraDve	Filtering	SelecDon	Process	

•  Scalable	and	manageable	
•  Consistent	with	Occupy	ideas	of	inclusiveness	
and	of	managing	own	story	

•  Tamiment	can	sDll	choose	to	be	selecDve	in	
collecDng	only	a	porDon	of	what	is	voted	in,	
but	the	total	set	for	review	is	a	manageable	
scale	
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Handle	Privacy	&	Security	responsibly-	
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“In	an	effort	to	

to	
develop	methodology	and	an	approach	and	will	
redact	the	email	addresses	or	other	personally	
idenDfiable	informaDon	from	broad	public	
presentaDon.”	
	
	
		For	more	see	library.ucla.edu/service/scl/rights-toolkit	

UCLA Deed of Gift template 
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PromoDng	Privacy	ProtecDon	
Example	from	WITNESS	

•  “ObscuraCam	is	a	visual	privacy	app	for	photo	
and	video,	that	gives	you	the	power	to	beIer	
protect	the	idenDty	of	those	captures	in	your	
photos,	before	you	post	them	online”	

•  Developed	by	Guardian	Project	in	conjuncDon	
w/Human	Rights	group	WITNESS-	
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ObscuraCam	
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Face	DetecDon	to	Redact	
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Blur	RedacDon	
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Discuss	issues	around	commercial	
services	with	Creators/Recorders-	

•  Disappearance	of	embedded	metadata	from	
YouTube	&	Vimeo	

•  More	general	Rights	issues	
•  Give	archives	the	IP	right	to	download	
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Study	of	metadata	loss	through	
uploading	to	services	
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CreaDve	Commons	Guidance	
•  CreaDve	Commons	lets	you	mix-and-match	four	different	

condiDons:	
–  AIribuDon:	You	let	others	copy,	re-use	and	distribute	your	video,	but	they	

must	credit	you.	
–  Share-Alike:	You	let	others	copy,	re-use	and	distribute	your	video,	only	if	they	

do	the	same	with	the	work	they	create.	
–  Non-Commercial:	You	let	others	copy,	re-use	and	distribute	your	video	for	

non-commercial	purposes	only.	
–  No	DerivaDve	Works:	You	let	others	copy	and	distribute	your	video,	but	not	to	

create	new	works	using	it.	
•  You	can	use	these	condiDons	in	different	combinaDons	to	share	your	work	

in	a	controlled	way.	CreaDve	Commons	licenses	are	legal	tools	that	
depend	on	pre-exisDng	copyright	laws.	Having	a	CreaDve	Commons	
license	on	your	work	may	give	you	legal	recourse,	but	it	may	not	actually	
prevent	people	from	downloading	and	re-using	your	video	illegally.	
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Marking	CreaDve	Commons	licenses	
•  There	are	a	few	ways	to	mark	your	video	with	a	CreaDve	Commons	

license.	One	way	is	to	include	a	CreaDve	Commons	“bumper”	or	text	card	
in	your	video.	CreaDve	Commons	has	created	some	with	graphics	that	you	
can	download	from	their	website.	This	method	is	useful	if	your	video	is	
going	to	be	shared	offline	(e.g.	on	DVD,	live	screenings),	as	the	license	
informaDon	is	aIached	to	the	video	itself.	

•  Another	way	to	mark	your	video	with	a	CreaDve	Commons	license	is	to	
publish	your	video	on	pla�orms	that	are	CreaDve	Commons-enabled,	such	
as	YouTube,	Vimeo,	or	Internet	Archive.		These	pla�orms	allow	you	to	
easily	select	a	license	during	the	upload	process.	This	method	is	useful	
because	the	license	is	machine-readable.	A	search	engine,	for	example,	
can	detect	the	license.	
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Tips	for	Archivists	on	Outreach	to	
CommuniDes	

•  Build	trust	
•  Speak	in	their	language	(not	archive-speak)	
•  IdenDfy	ways	you	can	meet	needs	they	
already	perceive	

•  Approach	projects	as	collaboraDon	whenever	
possible	

•  Don’t	only	focus	on	content	and	metadata,	
but	also	rights	that	can	be	an	impediment	to	
preservaDon	
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Other	Projects	to	monitor-	

•  DocumenDng	the	Now	
hIps://www.docnow.io/		

•  InternaDonal	Digital	Ephemera	Project		
hIp://idep.library.ucla.edu/		

•  ePADD
hIps://library.stanford.edu/projects/epadd		
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DocumenDng	the	Now	
hIps://www.docnow.io/		

•  DocumenDng	the	Now	responds	to	the	public's	use	of	
social	media	for	chronicling	historically	significant	events	as	
well	as	demand	from	scholars,	students,	and	archivists,	
among	others,	seeking	a	user-friendly	means	of	collecDng	
and	preserving	this	type	of	digital	content.	DocumenDng	
the	Now	has	a	strong	commitment	to	prioriDzing	ethical	
pracDces	when	working	with	social	media	content,	
especially	in	terms	of	collecDon	and	long-term	
preservaDon.	This	commitment	extends	to	TwiIer's	noDon	
of	honoring	user	intent	and	the	rights	of	content	creators.	
The	project	is	a	collaboraDve	effort	between	Shir	Design,	
Inc.,	the	University	of	Maryland,	and	the	University	of	
Virginia.	
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InternaDonal	Digital	Ephemera	Project	
hIps://idep.library.ucla.edu/		
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ePADD	
hIps://library.stanford.edu/projects/epadd	

•  “ePADD	is	free	and	open	source	sorware	
developed	by	Stanford	University's	Special	
CollecDons	&	University	Archives	that	supports	
the	appraisal,	processing,	preservaDon,	
discovery,	and	delivery	of	historical	email	
archives.	ePADD	incorporates	techniques	from	
computer	science	and	computaDonal	linguisDcs,	
including	machine	learning,	natural	language	
processing,	and	named	enDty	recogniDon	to	help	
users	access	and	search	email	collecDons	of	
historical	and	cultural	value.”	
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Remaining	Applied	Research	
QuesDons	

•  How	do	deal	with	Scale	with	the	tsunami	of	born-
digital	content	(appraisal,	descripDon,	discovery,	
workflow,…)	

•  How	to	avoid	our	collecDons	conDnuing	to	reflect	
the	world	of	the	rich,	well-known,	and	powerful	

•  BeIer	methods	for	collecDng	social	media	and	
threaded	phone	messages	

•  Tension	btwn	archiving	&	privacy	(&	handling	
massive	amounts	of	redacDon)	

•  Improving	public	policy	and	TOS	in	areas	like	IP,	
privacy,	and	what	happens	upon	death	
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Tools	to	Use	

•  ePADD	
•  BitCurator	
•  ObscuraCam	
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•  hIp://besser.tsoa.nyu.edu/howard/Talks		
•  hIps://web.archive.org/web/20210415015254/hIps://

is.gseis.ucla.edu/bodycams/		
•  hIps://www.policingproject.org		
•  hIps://www.brennancenter.org/our-work/research-reports/

police-body-camera-policies-retenDon-and-release		
•  hIp://idep.library.ucla.edu/	
•  hIp://acDvist-archivists.org/	(use	Wayback)	
•  hIps://www.facebook.com/AcDvistArchivists/		

Preserving	Digital	Images	and	Data:	
Methods,	Policy,	and	Privacy	Issues	
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Tweets	used	to	prosecute	
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•  hIps://www.aclu.org/news/naDonal-security/twiIer-forced-hand-over-occupy-
wall-street	


